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monitoring. Recent technological advancements enable Zabbix-based Received: 26 Sept 2024
monitoring systems in conjunction with the SNMP protocol for network Revised: 20 Oct 2024
monitoring. The purpose of this research is to see and use routers to show web Accepted: 7 Dec 2024
content. A common issue is that there are not enough administrators, and the

network monitoring system is not set up properly. Goals are being set with this KEYWORDS
research to assist network administrators in resolving issues more rapidly by Monitoring,

keeping an eye on their current networks. Zabbix is an open-source monitoring Network,

tool used in this investigation. Information from network devices, including ggggi
traffic data, bandwidth usage, and network interface, can be shown by this ¢, ..

program. The outcomes of the conducted trials have demonstrated the ability to
monitor Zabbix SNMP-based network monitoring software shows the
anticipated outcomes. The monitoring system on the Zabbix application is
running, which is an indication of this. It is envisaged that by utilizing Zabbix-
server to build a network monitoring system, issues will be easier to solve
quickly and act as a baseline for the system under development.

INTRODUCTION

The development of information technology is very important to support activities in searching for
information and to be able to complete existing problems. Network monitoring is a functioning system to
monitor activity on network devices. Rapid technological progress raises many complex problems that are
not easy to solve simplified [1]. The Department of Communication and Information (Diskominfo) has a
network infrastructure that allows all activities to run according to the rules of tasks and ongoing
activities. However, system management activities Network maintenance and analytic room data are a
problem for Diskominfo in carrying out all its activities [2]. Data Analytic Room is a means of analyzing
and monitoring data-based development. It is hoped that it will speed up and make it easier to provide
visual data so that it can provide supervisory explanations and evidence regarding a problem and as a
reference in making a more in-depth and detailed analysis for making decisions [3].

The problem that often occurs is network maintenance I'm having trouble. Network problems at
Diskominfo frequently occur when there is an unstable electric current or a power outage, so when the
power goes out, the central server cannot immediately restart the system. Because of the complexity of
this supervision, many problems arise due to it The operational stability of the network cannot be known
directly by the network administrator. Network troubleshooting becomes a tough task for a network
administrator, considering that in one Diskominfo building Only one administrator can manage all this
information on the network. It takes a long time to work on the network when experiencing problems two
to three days depending on the level of complexity [4].

The number of servers located at Diskominfo, namely as many as 1 active server. Each computer
room has approximately 20 computers supported by interconnected network devices. These network
devices include switches, routers and access points. The large number of computers and network devices
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means that a network administrator needs to have a network monitoring system. This system is useful for
viewing all devices connected to the network, so you can make it easier to check the network if
troubleshooting occurs, starting from computer devices, routers, VoIP networks, and existing network
devices [5].

The system is designed and installed as well as configured to monitor the resource usage of servers in
real-time, and then check whether the network system is working properly or not. In this research is
carried out to design a network monitoring system at Diskominfo Bengkayang District. Zabbix monitoring
is a monitoring technology, The Zabbix network monitoring system is very effective and is an open-source
product that is easy to obtain, Zabbix also has an alarm or notification so it distinguishes it from its
competitors [6]. Of course, this Zabbix monitoring agent can also function as a network status monitoring
system, on network hardware or servers or applications. The network monitoring system uses Zabbix-
server, which can analyze and show network data traffic spread across a building area so that network
administrators will find it easier to manage the quality of the available network [7].

Figure 1. Analytic Room Data Diskominfo Bengkayang District

Figure 1 above is the analytic room model, it can be accessed using http, not using https because
there is no SSL on this server. It is installed on a PDN server. If you access it here, there is an introduction
to the config, request, template, logging, version, HTTP and so on models. If you look at the data there is a
query button [8].

MATERIALS AND METHODOLOGY

The software development method is a method used to develop software as a solution to the problem
being studied, being researched. At this stage, system development is carried out by needs using the
Prepare, Plan, Design, Implement, Operate and Optimize (PPDIOO) method [9]. Optimize (PPDIOO).
The scheme of this research method is shown in Figure 2.
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Figure 2. PPDIOO Methodology Scheme [10]

Implementation of a network monitoring system using Zabbix based on SNMP-based Zabbix has a system
application that can later develop a monitoring system that is built to provide detailed network
information. a Monitoring system that was built to provide network information in detail and real-time
[11]. The development of this network monitoring system is expected to facilitate an administrator in
managing a computer network [12]. The first stage in this research is preparation, at this stage the
organizational and business needs are determined, which are used to prepare the network [13]. This stage
determines the organizational and business needs, which are used to develop a network strategy and
propose a network architecture concept [14]. Develop a network strategy and propose a high-level
network architecture concept with a high level, to support a strategy that is supported by the financial
capabilities of the organization or company [15] financial capabilities of the organization or company [16].
The second stage is Plan in this phase network requirements based on network needs, facilities, and
objectives are identified. This phase also details the characteristics of the network, comparison of
potential and actual performance is described. Development of a plan for task management, several
stakeholders involved and responsible, as well as the design and implementation by all resources [17]
implementation performed by all resources [18]. Hardware requirements require a hard disk capacity of
500 GB so that it can be more easily accessed online. In accessing the need for network monitoring must
have one Public IP so that it can be accessed from anywhere as long as the device is connected to the
network. Accessed from anywhere as long as the device is connected to the internet or local network. The
contribution of this research lies in the device that is used for network monitoring. Table 1 shows the
specifications to support a monitoring server when running, which allows processing network
administrator activities in accessing the needs of network monitoring carried out network monitoring
needs [19].

Table 1. Monitoring Server VM Specifications

No Device Name Amount
1 Memory 701
2 Processor 649
3 Ethernet Card 648
4 Harddisk
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The next stage is Design. At this stage, the simple design that has been made will be redesigned using a
topology design application, so that the topology picture can be explained in detail to the user. Topology
Design application, so that the topology description can be explained in detail to the management. The
network design that has been made must have reliability, security and good performance [20].
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Figure 3. Zabbix Server Installation and Configuration Process

Figure 3 describes the process of installing and configuring Zabbix. The first step is done by studying
the existing network topology at Diskominfo Bengkayang, which aims to determine the location of the
monitoring server position. The next step is to install and configure the Ubuntu Server 20.04 LTS
operating system as a server to run the web-based Zabbix system. When the Zabbix server installation and
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configuration have been successfully carried out, the next process is to check and repair if there is a failure
in the system that has been installed. After going through the checking process, the next step is to input
the IP address along with the hostname of the server that will be monitored [21].

The next stage is Implement, which is the phase where all the results of the analysis that have been
planned and designed will be implemented. The results of this stage will determine how much the system
created and planned is by the results achieved and determine whether the system built is successful or
not. The results achieved determine whether the system built succeeds or fails [22].

The next stage is operation. In this stage, testing of the running system is carried out. Testing is

carried out to test whether the system can monitor in real-time or is not able to provide detailed
information able to provide detailed information [23].
The next stage is Maintenance. The system that has been created will certainly be maintained on a certain
time scale, to keep the system working optimally and to see if the performance of the system is by the
requirements work optimally and see the performance of the system is by the results achieved or not with
the results achieved or not. System maintenance is carried out by several parameters, namely: network
speed, response time, memory usage, and system usage efficiency memory usage, and system usage
efficiency [24].

The following are the main challenges in implementing network server system maintenance using
Zabbix on SNMP and network data analysis at Diskominfo Bengkayang in 2024, among others:

Table 2. The implementation of network server system maintenance

No Implementation of network server Description
system maintenance

1 Complex Network Configuration Configuring SNMP across various devices can be difficult, especially
regarding version compatibility and security settings

2 Scalability and Performance Ensuring Zabbix handles large data volumes efficiently without
delays or missed alerts

3 Data Analytics Making sure the collected data is actionable and offers useful
insights
4 Maintenance and Recovery While virtualization simplifies recovery, ensuring continuous

monitoring during recovery remains a challenge

The sixth phase is optimization, which is the phase of identifying and solving problems. Solve the
problem, if too many problems arise then return to the the beginning of the cycle on PPDIOO [10].

RESULTS AND DISCUSSION

If the system configuration has been successfully carried out, the next process is to test the monitoring
system that has been created. Is to test the monitoring system that has been made. In the testing phase, it
is tested how many items are successfully monitored and the parameters monitored are checked. This test
is done by seeing how much the system can read network traffic from routers that provide data
information to Zabbix. The results obtained by SNMP from proxy forward monitoring data information to
Zabbix and see the communication from the SNMP protocol to the Zabbix monitoring system can run.
This system test is seen from several images that have been added as follows.
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[adminBRahman 9124293151 > ip address address=192.168.229.222-24 interface
etherl

[admin@Rahman-01912429315]1 > ip address

Flags: X disabled, 1 invalid, D dynamic

# ADDRESS NETWORK INTERFACE
B D 192.168.27.138-24 192.168.27.0 etherl

1 192.168.229.222-24 192.168.229.0 etherl
[admin@Rahman-819124293151 >

Figure 4. Adding an IP Address

Figure 4 shows the process of adding an IP Address from a proxy to be recognized by the SNMP
protocol. The Server IP added is "192.168.229.222" on interface ether 1. Furthermore, after being
successfully added, the Server IP is automatically read by the Zabbix system. The step continues with the
SNMP setting in Winbox Mikrotik. Before configuring SNMP, SNMP needs to be enabled first to activate
the SNMP function on the proxy. Configuration is carried out so that later the Zabbix system can
communicate to get all the information needed by the Zabbix server from the proxy device.
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™ Interfaces Contact Info: diskominfo@bengkayangkab go.id Cancsl

1 Wireless Location: Bengkayang, Kalbar Apply
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- Engine ID: Communities

4

A Ar 4l e A

System Trap Interfaces

& Cuoues Src. Address:

Log

# RADIUS

A Tools

B New Terminal
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} Make Supout rif
@ New WinBox

B Exit

B Windows

Figure 5. SNMP Setting

Figure 5 explains the SNMP setting process, namely by activating the SNMP function on the proxy,
and then providing contact info and location according to the place created by the Administrator.
Furthermore is done by creating an SNMP Community by adding the name SNMP name and adding the
server IP address 192.168.229.222, security private by making the access read and write. In addition,
Authentication Protocol is made into MD5 and encryption is made into AES. Figure 6 shows the process
of adding the SNMP IP Address.
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New SNMP Community O x

Name: | Diskominfo OK
Addresses: |192.168.229.222 — Cancel
Security: private ¥ Apply
v Read Access Disable
v Write Access Comment
Authentication Protocol: | MD5 ¥ S
Encryption Protocol: AES ¥ Remove

Authentication Password:

Encryption Password:

enabled

Figure 6. Adding an SNMP IP Address

If the SNMP protocol can be recognized by the Zabbix system, it is configured directly in Zabbix by
adding the IP Address that was previously configured on the proxy.

-

Vg fomm T

Figure 7. Adding an SNMP to Zabbix

By monitoring the server by going to the browser page https://192.168.229.222/zabbix.The first
thing to do by log in using the account that was created in the configuration process in the Ubuntu server,
then log in with the username and password that has been created. The network administrator can
monitor or see how many internet data packages are used and how many packages are available to meet
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user needs, as well as see how many triggers the user needs, as well as see how many triggers, errors, and
hardware components are experiencing problems with network components that are experiencing
problems.

The initial stage in accessing Zabbix is by entering the server IP that has been previously configured
using a web browser. Figure 8 is the login view of Zabbix using the user that has been created and
configured previously, namely Username: Admin and Password: Zabbix. After successfully logging in,
then proceed to the initial display page / dashboard of the monitoring system that has been previously
configured.

ZABBIX

Usermame

Adimn

Password

v Remember me for 30 days

Figure 8. Zabbix Login Page

Figure 9 is the dashboard of the network monitoring system. The dashboard is the initial display of Zabbix
monitoring. Many parameter items show what is being monitored starting from Network Traffic, Memory
Utilization, Problems, Disk Read or Write Rates, CPU Utilization, Reporting Process, and System
Information. With this detailed monitoring system with this detailed monitoring system, a network
administrator can see all monitored items in full complete detailed, and displayed in real-time.

The first test is done by detecting problems or troubleshooting that occur in the Zabbix system. With
this test network monitoring using Zabbix can run or not. Figure 10 is the result obtained in the Detect
Problem test.
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Figure 9. Network Monitoring System Dashboard

Figure 10 conveys information about problems that arise against the monitoring system based on the
monitored time. Problem detection detection is one of the most important things because network
administrators can check for network troubleshooting early on the network the occurrence of network
problems is raised by the Zabbix system in the detect problem, interrupts per second.

CONCLUSION

From the results of the research, implementation activities have been successfully carried out network
monitoring using snmp-based zabbix using zabbixserver 5.0. This research concludes that it can be
shown how the zabbix system works to monitor and maintain the server network at diskominfo
bengkayang. Monitoring can be done by viewing and monitoring at any time running. Network
administrators can access internet data data that is monitored easily. Monitoring results include how
many numbers of internet packets are spread and used, how much memory is used for monitoring, the
amount of storage or hard disk capacity used to perform monitoring, the amount of storage or disk
capacity used, as well as providing reports on network problems that are in trouble. Used, as well as
providing reports on network problems that are in trouble. Therefore, network administrators can be
helped in checking and monitoring the network. And network monitoring. Future research is expected to
facilitate and conduct trials on other network hardware devices and develop more by simplifying and
develop more by simplifying the process of placing installed hardware and configurations. Hardware
installed and network system configurations to reach better internet quality reach better internet quality.

ACKNOWLEDGEMENT

The author would like to thank UTS for providing this template and thanks to the entire academic
community of institute shanti bhuana who always support the author in this research.

24



Network Server System Maintenance And Analytic Room Data Network In 2024 Diskominfo Bengkayang District

REFERENCES

[1]

[2]

[3]

[4]

[5]

(6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

M. Lubis, A. A. Muslim, and A. R. Lubis, “Assessment of Network Configuration Management (CM) and Data
Stewardship in the Indonesian Boarding School,” Lect. Notes Networks Syst., vol. 465, no. Cm, pp. 41-50,
2023, doi: 10.1007/978-981-19-2397-5_5.

H. Heroes, “Diskominfo Kabupaten Bengkayang,” Month, pp. 10-12, 2014, [Online]. Available:
https://joewebb86.wordpress.com/2014/07/

S. Shukla, “Real-time Monitoring and Predictive Analytics in Healthcare: Harnessing the Power of Data
Streaming,” Int. J. Comput. Appl., vol. 185, no. 8, pp. 32—37, 2023, doi: 10.5120/ijca2023922738.

A. Nakamura and T. Phung-Duc, “Strategic Customer Behaviors in Observable Multi-server Batch Service
Queueing Systems with Shared Fee and Server Maintenance Cost,” Lect. Notes Inst. Comput. Sci. Soc.
Telecommun. Eng. LNICST, vol. 482 LNICST, pp. 3—13, 2023, doi: 10.1007/978-3-031-31234-2_1.

A. C. N. and K. A. Latief, “Decision Support System for Determining Priority Areas for Flood Evacuation,”
Borneo J. Sci. Technol., vol. 6, no. 1, pp. 67-81, 2024, doi: 10.35370/bjost.2024.6.1-08.

P. Mounabhargav, D. S. Yadav, D. Sharma, and A. Agarwal, “Analysis of Ethernet Traffic Patterns on NTP
Servers at CSIR NPL,” Mapan - J. Metrol. Soc. India, pp. 1-9, 2024, doi: 10.1007/512647-024-00755-0.

A. Manasyan, R. Tadevosyan, V. Sahakyan, A. Petrosyan, and H. Astsatryan, “Empowering National Research
and Education Networks through Monitoring and Advanced Emulation: ASNET-AM Use Cases and Lessons
Learned,” Program. Comput. Softw., vol. 49, pp. S30—S38, 2023, doi: 10.1134/S0361768823090062.

B. City, “kabupaten bengkayang maju, mandiri, sejahtera dan berdaya saing ditopang pemerintahan yang
bersih dan terbuka’ OI,” pp. 4—7.

M. Gola and A. Czubak, “Virtual environment for implementation and testing private Wide Area Network
solutions,” Adv. Intell. Syst. Comput., vol. 224, pp. 173—182, 2013, doi: 10.1007/978-3-319-00945-2_15.

M. F. Molina-Miranda, X. Acaro, and M. G. Molina Villacis, “Sensor Network Prototypes for Environmental
Noise Monitoring Based on Free Software,” Commun. Comput. Inf. Sci., vol. 1460 CCIS, pp. 156—169, 2021,
doi: 10.1007/978-3-030-88262-4_11.

V. Surya Narayana Reddy, P. Subhash, C. Vinay Kumar, M. Samuel, G. Vishal Reddy, and G. Tharun, “SNMP
Watcher: A Model to Detect DoS and DDoS Attacks Using SNMP Management Information Base Analysis,”
Lect. Notes Networks Syst., vol. 897, pp. 193—203, 2024, doi: 10.1007/978-981-99-9704-6_17.

S. Handoko and H. L. H. S. Warnars, “Network Scanning Topology Based on Inventory Using Query SNMP
Method,” pp. 295—-306, 2022, doi: 10.1007/978-981-19-3311-0_25.

A. S. A. and S. R. S. Amaranadha Reddy Manchuri, Akhila Kakera, “Application of Supervised Machine
Learning Models in Biodiesel Production Research - A Short Review,” Borneo J. Sci. Technol., vol. 6, no. 1, pp.
96—104, 2024, doi: 10.35370/bjost.2024.6.1-10.

T. E. Mohamad Saiful Sulaiman, Dayang Siti Hazimmah Ali, Razak Wahab and, “Exploring the Prospects of
Young Bambusa vulgaris Properties for Sustainable Bamboo Plastic Composites,” Borneo J. Sci. Technol., vol.
6, no. 1, pp. 105—112, 2024, doi: 10.35370/bjost.2024.6.1-11.

N. S. and M. H. Mohd Azimie Ahmad, Khairilmizal Samsudin, “The Dust Explosion Threat within Biomass
Thermal Operation in Industries: A review in Malaysia Cases,” Borneo J. Sci. Technol., vol. 6, no. 1, pp. 113—
123, 2024, doi: 10.35370/bjost.2024.6.1-12.

S. M. R. K. and 4Md A. M. Sumayya Ahmed, Jamir Uddin Mamun, “Enhancing Off-Spec Limestone
Aggregates with Polymer Treatment for Sustainable Infrastructure Construction — A Review,” Borneo JJ. Sci.
Technol., vol. 6, no. 1, pp. 82—95, 2024, doi: 10.35370/bjost.2024.6.1-09.

S. I. S. & A. R. Md, “Auto - Discovery and Monitoring of Network Resources: SNMP - Based Network
Mapping and Fault Management,” pp. 1-6, 2021.

A. G. Abramov and V. A. Porkhachev, “Architecture and Key Components of the Improved Digital Center for
Monitoring and Management of the National Research Computer Network of Russia,” Lobachevskii J. Math.,
vol. 43, no. 10, pp. 2822—2832, 2022, doi: 10.1134/51995080222130029.

Y. Verginadis, “A Review of Monitoring Probes for Cloud Computing Continuum,” Lect. Notes Networks

25



[20]

[21]

[22]

[23]

[24]

Sari, Maya et al. | Borneo Journal of Sciences & Technology | Vol. 7, Issue 1 (2025)

Syst., vol. 655 LNNS, pp. 631—643, 2023, doi: 10.1007/978-3-031-28694-0_59.

Y. Khair, A. Dennai, and Y. Elmir, “Dynamic and elastic monitoring of VMs in cloud environment,” JJ.
Supercomput., vol. 78, no. 17, pp. 19114—19137, 2022, doi: 10.1007/s11227-022-04624-y.

S. Kannadhasan, R. Nagarajan, R. Banupriya, and G. Srividhya, “Recent Developments of Network
Monitoring Systems and Challenges,” Energy Syst. Electr. Eng., vol. Part F2338, pp. 1—11, 2024, doi:
10.1007/978-981-99-8771-9_1.

P. Spith, “Monitoring Workflow,” pp. 6—9, 2023.

C. Surianarayanan and P. R. Chelliah, “Cloud Monitoring and Observability,” pp. 249—266, 2023, doi:
10.1007/978-3-031-32044-6_8.

A. G. Abramov, “Issues of Modernization of the Monitoring and Control System of the National Research
Computer Network of Russia with an Emphasis on Free Software Solutions,” Lobachevskii J. Math., vol. 42,
no. 11, pp. 2469—2480, 2021, doi: 10.1134/S1995080221110020.

26



	Introduction
	MATERIALS AND METHODOLOGY
	Results AND DISCUSSION
	If the SNMP protocol can be recognized by the Zabbix system, it is configured directly in Zabbix by adding the IP Address that was previously configured on the proxy.
	From the results of the research, implementation activities have been successfully carried out network monitoring using snmp-based zabbix using zabbixserver 5.0. This research concludes that it can be shown how the zabbix system works to monitor and m...
	The author would like to thank UTS for providing this template and thanks to the entire academic community of institute shanti bhuana who always support the author in this research.
	References

